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A Real Problem.




Amanda Michelle Todd (November 27, 1996 — October 10, 2012)

Wikipedia
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PART 02

Cyberbullying: The Stats

e Cyberbullying Definition
e Statistics: Taiwan, South Korea, The
U.S.

e Our Survey Results
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N7 2.2 Cyberbullying in Taiwan

/\
+25%
of victims have suicidal thoughts
47% of teenagers
have suffered
cyberbullying.
22%
2016 2020

Source: Child Welfare League Foundation, 2020 8



‘5/2 3 Cyberbullying in South Korea

/7 \

* 54.1% increase in recent years (2016—2018)
« Cyberbullying is even more common than physical assault (2019)

« Various types of Cyberbullying:

TeKa Explosion room

Wikt gnutlle

Source: Ministry of Education, 2019 9
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59% of U.S teens have
personally experienced
cyberbullying (2018)

A majority of teens have been the target of
cyberbullying, with name-calling and rumor-spreading
being the most common forms of harassment

% of U.S. teens who say they have experienced __ online or on their
cellphone

Any type of cyber-
bullying listed below

( Offensive name-calling _ 42 \
Spreading of false rumors _ 32

Receiving explicit images
they didn't ask for - 25 )
“CONSIaNt BEKINE OT WHETe
they are, what they're doing, 21
who they're with, by someone
other than a parent

Physical threats - 16
J

59

Having explicit images of them
shared without their consent

PEW RESEARCH CENTER

10



~(2Y 2.5 Real statistics from Alabama A&M

— —,

Have you ever witnessed cyberbullying?
126 responses

If yes, did you say anything?

126 responses

A

May 5th, 2021

Do you think cyberbullying is a big problem?

126 responses

@ Yes ® Yes
® No ® No
@ Maybe @ | don't know
Would it help you recognize cyberbullying if there was an app for it?
126 responses
® Yes ® Yes
. No . No

© Prefer Not To Say

11



PART 03

Current Solutions & the

e Other Initiatives
e The Need

e The Big Social Media Brands

12



(%7 3.1 The Big Social Media Brand

— -,

But I don’t want to

limit the positive
people/comments.
Instagram E @

mute notifications for

 “Are you sure you want to post this?”

Keeping Instagram a

ive Pl | .
. “Shadow ban” Supportive Place h particular words,
We're asking people to rethink comments that
seem similar to others that have been reported. etC

If we made a mistake, let us know.

'ho can respond to

S
' ST reach s limited
Facebook ﬁ < W & R
 Scans posts and comments Are yo;i?ﬁgngmmbbm
for suicidal language .
Q |
-

Restrict Account

May 5th, 2021 13



https://help.twitter.com/en/using-twitter/advanced-twitter-mute-options
https://www.deseret.com/2020/1/10/21060655/twitter-cyberbullying-replies-tweets
https://www.buzzfeednews.com/article/alexkantrowitz/twitter-is-now-temporarily-throttling-reach-of-abusive-accou
https://www.bbc.com/future/article/20190207-how-artificial-intelligence-can-help-stop-bullying
https://petapixel.com/2019/07/09/instagrams-new-anti-bullying-tools-let-you-shadow-ban-rude-followers/
https://petapixel.com/2019/07/09/instagrams-new-anti-bullying-tools-let-you-shadow-ban-rude-followers/

“%/3 2 Other Initiatives

7/ \

KindlyBEemA

ScienceDally

Your source for the latest research news

May 5th, 2021
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:513.3 The Need
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)5
B - 02

‘ Combine &

CuberPeace

Peace Us Bachk Together

May 5th, 2021
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PART 04

The Solution:

e Solution
e Business Model

16



good at sports and
~, always gets zeros in
— exams, he is a happy
boy in your class.

But recently, he has suffered a
lot. Because Fat Tiger enjoys
bullying him.

May 5th, 2021

12:32

° @ Baseball Team

@ I'm so sorry. | didn’t

catch the ball in the
match @.

It's all your fault. You
should be beat like a

Yes, aggre with that. You
should be punished
because you are so
stupid.

With new technology, Fat Tiger
not only beat Noby in reality but
also chose to...

- Noby finds
g.  thereisno
| way to hide...

° Hi, maybe it is not his fault...

Jl ? =

M

17
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Victim

Friends and classmates
™

)

Bystanders

A
929 tﬁl‘

Generally, bystanders have 4
choices:

1. Support the victim

2. Support the bully

3. Walk away

4. Say both are guilty

Help the victim and bully by
explaining how the bully is acting
inappropriately.

18



4.3 Solution:
\ CyberPeace

For Victims

™

Set filters and blockers to words,
topics, or people

Provide links to helpful resources,
both online and IRL

Detect victims’ mental condition. If
suicidal thoughts were dete'cted,
give advice or report to parents or
teachers if the situation is serious.

I'm so sorry. | didn't
catch the ball in the
match @.

r E~rFt i1 e
1 "=

- T
Mayih, 2024

au Bl e® ol
E 9

For Bullies

- “Are you sure you want to
post this” notification

- Send educational
materials when detecting
bullying action.

It's all your fault. You
should be beat like a

Anonymous message

Hey, do not say rude words.
It is not anyone’s fault. We
all take responsibilities.

Are you sure you want to post this? Lec ore about cyberbullying

It's all your fault. You should be
beat like a baseballllll @@

For Bystanders

- Can select the “bullying” you want
to fix. A correction will be shown on
the sentence. And a notification will
be sent to the original author.

- Send educational material to

~ bullies.

- Send encouraging words to
victims.

- All this can be done anonymously.

19
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~ 4.4 Solution: encouraging rather than punishing

Sentiment rating system (Percentage + Emoji based)

May 5th, 2021

4 )

@) v
_ _'\7 - Fat Tlger

Most frequent sentiment: “Angry”

Frequency of positive language: 25%

/

{@al5) Bluecat

Most frequent sentiment: “Happy”

Frequency of positive language: 75%

20



~ 4.5 Solution: education matters

Not only for teenagers, but also for teenagers’ teachers and parents.

Educate them about cyberbullying

Online courses
Regular online workshops
A professional involved community

Parents Teacher psychiatrist/counseling psychologist

Our vision is to decrease cyberbullying around the world !

May 5th, 2021

a )

Online Courses

Online workshops

_ =)

4 N

Meet with Dr. XXX

&
ZEIN

21



Challenge: tech Challenge: at start point

pd o performance of the build the tool without support of
‘_‘4.6 BU sSiness M OdEI NLP model the social network companies
/ \ :
Key Partnerships ,#{) | Key Activities Value Propositions & | Customer Customer @
¢ v L Relationships . Segments -
Our universities and 1. Recruitment
nearby primary and 2. Psychoanalysis & 1. User, feedback for Target on
middle schools programming! upgrade teenagers
3. Promotion 3 2. Promotor (bulliers, victims,
Poster, ads, integrate 3. Donator or bystanders)
the tool with research and their parents
project, platform of N
student organization, AOYARETA S ﬂi PIrEmEE o-a v £
Stop & prevent o/,!@@
"R . cyberbullying G Q@E)ﬂ )
/A @ BROADCOM 3
AW FOUNDATION
UCI &5 . P s
B 37 F% B X I A 2 @ i — @
Cost Structure Revenue Streams _ A
[ 4 (53
Salary, server renting, promoting fee, ... Donation OR sale (Free version vs Premium)
1. Build the tool and upgrade it within nearby schools

2. Promote it to more teenagers and their parents
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Summary




\

May 5th, 2021

An NLP embedded tool
to prevent and solve

cyberbullying

Condemn and help

24
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CyberPeoce

Peace Us Back Together

25



Thank You!

@‘1
f,
a‘n

CyberPeace
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Online resources

!, ” ,! THE CYBERSMILE FOUNDATION

STOMP

Out () armstioea
Bullying*

End The Hate..
Change The Culture

28



* Definition
13-19 years old

* Features
Still growing
Big change from childhood to adulthood
Tech savvy (spending too much time on cell phone)
Puberty, change, emotions
Obesity
Stubborn (less afraid of healthy issues)
Risky: join more dangerous activities?
Peer pressure
“Trendy” is important

* Significance
Teenagers are the future of the world

Teenagers

May 5th, 2021

29



~ 4.4 The Draft of Business Model

/7 \
1. First stage:

The most important thing is to build a useful tool. Profit making is not priority in this stage.

Where to start and the form of the tool: Chrome extension (for web page based social
networks) and a smartphone app (for smartphone based social networks)

Key features: accuracy, lite, fast, preserving privacy
The tool should be free and advertisement free in the first stage.

We firstly introduce this tool to our universities and nearby middle schools and primary schools
to test its performance and update it.

Conduct surveys throughout the different age groups to better understand what measures need
to be taken in order for the app to be more efficient

2. Second stage:
Consider profit making after the tool works well and a large number of users are accumulated
The tool is used by C but is sold to B as a service / solution provider.

Advertisements throughout the app to bring in revenue from outside companies




‘}3/4 3 Challenges

7/ \

Tech : performance of the NLP based filters and
@ detectors (currently, lots of negative comments on similar
tools are about the performance)

@ The first step: build the tool without support of the social
network companies

@ Will social media networks integrate tech into their apps ?

31



Cyberbullying in US and Globally

Cyberbullying may be contributing to the
increase in youth suicides

e  There has been a troubling rise in teen suicide rates in
the past decade. The National Center for Health
Statistics (NCHS) found that suicide is the second-

leading cause of death among US residents aged 10
to 34.

e  Although the NCHS report, which was released in April
2020, does not suggest a reason for the increase in suicides,
cyberbullying may indeed be part of the equation. One 2018
study found that young adults under the age of 25 who were
victimized by cyberbullying were twice as likely to commit
suicide or self-harm in other ways.

e  Additionally, research presented at the 2017 Pediatric
Academic Societies Meeting revealed the number of
children admitted to hospitals for attempted suicide or
expressing suicidal thoughts doubled between 2008 and
2015. Much of the rise is linked to an increase in
cyberbullying.

e  More teen suicides are also now attributed in some way to
cyberbullying (1, 2, 3) than ever before. Furthermore, young
males are most likely to commit suicide than females,
although teen suicides overall were up between 2000 and
2017.

May 5th, 2021

Figure 1. Suicide and homicide death rates among persons aged 10-24: United States,
2000-2017

12
)
§ 10 - Homicide'
3]
Q. 8 - /e
S o Suicide<~
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S— '§’ 6 -
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) 4 -
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0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
2000 2002 2004 2006 2008 2010 2012 2014 2016 2017

'Stable trend from 2000 to 2007 significant decreasing trend from 2007 to 2014; significant increasing trend from 2014 to 2017

p<005
“Stable trend from 2000 to 2007 significant increasing trend from 2007 1o 2017 with different rates of change over ime, p < 0.05
‘Rate significantly lower than the rate for homicide from 2000 to 2009 and significantly higher from 2011 10 2017, p < 005

NOTES: Suicide deaths are identified with Infernational Classification of Diseases, 10th Revision (ICD-10) codes UQ3, X60-X84
and Y87.0; and homicide deaths with ICD-10 codes U01-U02. X85-Y09, and Y87 1. Access data table for Figure 1 at

hitps /iwww.cdc govincha/data/databriefs/db352 tables-508 pafs1

SOURCE: NCHS. National Vital Statistics System. Mortality

Retrieved from: Cyberbullying Statistics 32
and Facts for 2021 | Comparitech



https://www.cdc.gov/nchs/data/databriefs/db362-h.pdf
https://www.sciencedaily.com/releases/2018/04/180419130923.htm
https://cyberbullying.org/summary-of-our-cyberbullying-research
https://www.cbsnews.com/news/cyberbullying-pushed-texas-teen-commit-suicide-family/
https://www.nbcnews.com/news/us-news/new-jersey-family-sue-school-district-after-12-year-old-n788506
https://www.usatoday.com/story/news/nation-now/2017/05/30/youth-suicide-rates-rising-school-and-internet-may-blame/356539001/
https://jamanetwork.com/journals/jama/fullarticle/2735809?guestAccessKey=04de2fe2-1b68-4ad8-9afb-e5196b877b2b&utm_source=For_The_Media&utm_medium=referral&utm_campaign=ftm_links&utm_content=tfl&utm_term=061819
https://www.comparitech.com/internet-providers/cyberbullying-statistics/

Possible solutions

« This link provides great insight into how an Al would be created to
detect cyber bullying or harassing activity
« [his link is another great source.

33


https://cyberbullying.org/machine-learning-can-help-us-combat-online-abuse-primer
https://bdtechtalks.com/2019/09/05/artificial-intelligence-online-bullying/

How Facebook,Instagram, and twitter are protecting their users?

Facebook/Instagram:

We have a number of tools to help keep young people safe:

. You can opt to ignore all messages from a bully or use our Restrict tool to discreetly protect your account without that person being notified.
. You can moderate comments on your own posts.

. You can modify your settings so that only people you follow can send you a direct message.

. And on Instagram, we send you a notification you're about to post something that might cross the line, encouraging you to reconsider.

For more tips on how to protect yourself and others from cyberbullying, check out our resources on Facebook or Instagram.

Twitter:
If people on Twitter become annoying or negative, we have tools that can help you, and

the following list is linked to instructions on how to set these up.
. Mute - removing an account's Tweets from your timeline without unfollowing or blocking that account

. Block - restricting specific accounts from contacting you, seeing your Tweets, and following you

. Report - filing a report about abusive behavior.

34


https://about.instagram.com/blog/announcements/stand-up-against-bullying-with-restrict
https://help.instagram.com/700284123459336?ref=ig_about
https://about.instagram.com/blog/announcements/our-progress-on-leading-the-fight-against-online-bullying
https://www.facebook.com/safety/bullying/teens
http://safety.instagram.com/
https://help.twitter.com/en/using-twitter/twitter-mute
https://help.twitter.com/en/using-twitter/blocking-and-unblocking-accounts
https://help.twitter.com/en/safety-and-security/report-abusive-behavior

Anyone can become a victim of cyberbullying.

Facebook/Instagram:
We know that it can be hard to report someone, but it's never OK to bully anyone.

Reporting content to Facebook or Instagram can help us better keep you safe on our platforms. Bullying
and harassment are highly personal by nature, so in many instances, we need a person to report this
behavior to us before we can identify or remove it.Reporting a case of cyberbullying is always
anonymous on Instagram and Facebook, and no one will ever know you let us know about this
behavior. You can report something you experience yourself, but it’s also just as easy to report for one
of your friends using the tools available directly in the app. More information on how to report something
Is included in Instagram’s Help Center and on Facebook’s Help Center.You could also let your friend
know about a tool on Instagram called Restrict, where you can discreetly protect your account without
having to block someone -- which can seem harsh for some people.

Twitter:

We enabled bystander reporting which means that you can make a report on behalf of another person.
This can now be done for reports of private information and impersonation as well.

35


https://help.instagram.com/547601325292351?helpref=search&sr=1&query=bullying
https://www.facebook.com/help/181495968648557/
https://about.instagram.com/blog/announcements/stand-up-against-bullying-with-restrict
https://help.twitter.com/en/safety-and-security/helping-with-online-abuse

Help lines around the world

Cybersmile:

https://www.cybersmile.org/advice-help/category/who-to-call

International child helpline:

https://www.childhelplineinternational.org/child-helplines/child-helpline-network/

36


https://www.cybersmile.org/advice-help/category/who-to-call
https://www.childhelplineinternational.org/child-helplines/child-helpline-network/

