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TECHNOLOGY
By Kevin Costelloe |  costelloe@ocbj.com

The University of California, Irvine’s
cybersecurity institute is moving further
into augmented and virtual reality.

Among other new projects, the school’s
multidisciplinary Cybersecurity Policy &
Research Institute (CPRI) is seeking to de-
velop a university-wide infrastructure to do
immersive leaning based on virtual reality
and augmented reality. 

Both use computerized tech-
niques to simulate real-world ex-
periences.

“I’m trying to develop a capa-
bility to do immersive cyber-re-
sponse exercises,” said Bryan
Cunningham, CPRI, executive
director.

“That technology has a much
broader implication than just for
cybersecurity.

“We’re developing a multi-
school, multi-disciplinary effort to
figure out what the hardware and
software architecture of that capa-
bility should be,” Cunningham
told the Business Journal on April 8. 

He said CPRI has already done a number
of “cybersecurity response exercises where
we bring in business leaders and have them
run through a simulation of what it would
be like to be under a cyberattack.”

Now the aim is “enhancing those experi-
ences by having the content delivered on
virtual reality goggles or potentially AR
glasses, so that the participants would be
more fully immersed in the experience.” 

“Those kinds of technologies can have
much broader uses and applications in
learning.” He said AR and VR are “tools” in
the process, while LED walls may also be
used.

World Events
Business’ computer security needs in-

clude multi-factor authentication to log in
and go online, training and an insistence on
changing passwords and updating security

patches. 
World events are a warning of the dangers

that companies behind on their security
policies can fall trap to.

If you’re not doing that “it’s a good re-
minder to do it,” Cunningham says of the
Russian invasion of Ukraine. 

The start of the attacks in February gave
rise to worries that Russia would intensify
its global cyberattacks on governments and
businesses.

Cunningham pointed to the U.S. govern-
ment’s April 6 announcement that it had dis-

rupted a global internet malware
operation run by Russia’s military
intelligence.

That may mean the Russian
computer attackers “actually have
fired their big guns and we were
able to stop them.” 

“Maybe we’re just beating
them,” Cunningham said. “I take
the government at their word that
they removed a large number of
botnets.

“Next time we’ll have to switch
and do something different.” 

Cunningham said two other
possibilities are that the Russian

cyber capabilities are “as overblown and
inept and unorganized” as their military or
that they just haven’t done it yet. But he
said both are now less likely now that the
U.S. has announced its successful operation.

Vigilance Needed
As for critical infrastructure and high-end

military R&D, of which there’s a growing
base of business in Orange County, Cun-
ningham said to be vigilant.

“So much attack technology is automated.
“They’re not looking for specific targets.
They’re just looking for vulnerabilities and
then they’ll attack you and then they’ll fig-
ure out if you’re a valuable target.” 

Cunningham’s previous work includes
serving as deputy legal adviser to then-Na-
tional Security Adviser Condoleezza Rice.
He also served six years in the Clinton Ad-
ministration as a senior CIA officer and
federal prosecutor, according to his UCI bi-
ography.

Campus Events
Cunningham said the CPRI is looking for-

ward to doing more live events on campus,
probably starting this fall, while research
and publishing have continued robustly dur-
ing the pandemic.

He emphasizes the institute made
progress during the pandemic despite the
obstacles to in-person gatherings.

Cunningham also said other initiatives in-
clude sponsoring a student cybersecurity
team that made it to the finals of a national
competition. �
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Electric vehicle charging company Noodoe
EV, which boasts a strategic center in Irvine,
now has a new government affairs chief, Bob
Huff, as the company seeks to make sure driv-
ers can keep rolling conveniently.

The company, which has helped
install and run more than 3,500
charging stations worldwide, has
hired former state Senate Republi-
can leader Huff as its director of
government affairs to help shape
new government standards for EV
charging infrastructure at both state
and local levels.

Huff, who works out of the com-
pany’s Irvine office, says there is
still plenty to do on the government
front.

“It’s still the Wild West in terms of
regulation,” he says.

Huff served 12 years in the Cali-
fornia state legislature, including
four years as Senate Republican
leader.

14 States, Dual HQ
Chief Executive Jennifer Chang

said the company is active in 14
states in the U.S. and eight coun-
tries, including Canada, Mexico,
Australia, Thailand and Taiwan.

She said there are plans to expand in Europe
as well.

Well-known local installations include loca-
tions at the Biltmore Millennium Hotel in
downtown Los Angeles, the city of Diamond
Bar, and the Sheraton Universal Studio.

“Our office in Irvine is an extremely strate-
gic center,” Chang told the Business Journal on
April 8. 

“Our strategy is to build a whole electric ve-
hicle charging network infrastructure.”

Chang and Chairman John Wang are the
co-founders, while venture capitalists are Noo-
doe’s major shareholders. 

The company counts 15 total employees in
the U.S., and 150 globally.

“We have two headquarters,” Irvine and
Houston, said Chang, who spends much of her
time in OC.

Houston is the “operations headquarters”
while the company is directed out of Irvine,

with about six to seven employees.

Central Brain
Noodoe provides a network oper-

ating system, Noodoe EV OS, that
runs the EV charging networks for
operators.

The cloud computing-based soft-
ware management solution for EV
power charging networks was devel-
oped in Taiwan, according to trade
publication DigiTimes Asia. 

It acts as the charging network’s
“central brain” that runs all the
charging stations across multiple lo-
cations and automates the entire op-
eration of the EV charging network.

Noodoe EV OS fully automates
everything—24/7 charging service
delivery, automatic peak-hour price
adjustment, automatic transaction
billing, automatic payment process-
ing, automatic bank transfer, auto-
matic infrastructure diagnostics, and
intelligent energy management, ac-
cording to the company.

Huff says the company is making
money by licensing its software, though rev-
enue figures were not disclosed.

Future Plans
Huff adds: “Noodoe EV charging stations

have features, such as intelligent load balanc-
ing, that will help take us faster into an all-
electric future.”

Huff agrees that Orange County has be-
come a hub for electrification of vehicles,
with companies that range from EV maker
Rivian to Qmerit, an EV charging and serv-
ices provider. In Costa Mesa, Brytemove is
also pressing ahead with the installation of
charging stations and with infrastructure
projects, calling itself a “market leader.”

Noodoe announced just two years ago it
was moving from Walnut to Irvine, which
provides major advantages for the company.

“We at Noodoe understand that California
sets the bar for nation-leading EV policies.
That’s why we have offices in Irvine, Cali-
fornia to support our technological efforts
and EV installation support statewide,” the
company says.

California now accounts for over 40% of
all zero-emission cars on the road in the U.S.,
according to Noodoe, citing state figures. �
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